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Impacts

	Affects:
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	710047
	Remote UE access via relay UE (REAR)
	Stage 1 Work Item

	710063
	Study on further enhancements to LTE Device to Device (D2D), UE to network relays for IoT (Internet of Things) and wearables (FS_feD2D_IoT_relay_wearable)
	RAN2 ongoing Study Item

	740007
	Study on architecture enhancements to ProSe UE-to-Network Relay (FS_REAR)
	SA2 ongoing Study Item


3
Justification

Currently, more and more low cost MTC devices appear in the consumer electronics market. Some of them are equipped with direct LTE access capability, but suffer from the related power consumption problem. Some of the MTC devices e.g., wearable devices, are often in proximity to a smart phone, and they may benefit from using the smart phone as a relay. These devices can employ D2D or other non-3GPP short-range communication technologies to access to the network via the relay.

The Enhancement to Proximity-based Services – Extensions (eProSe-Ext) WI introduced in Release 13 has introduced the ProSe UE-Network relay functionalities. However, this ProSe UE-Network relay functionality is so far restricted to public safety only. Moreover, it does not support management of the remote UEs for charging or security, QoS, session continuity, etc. Therefore, to enable the ProSe UE-Network relay functionality for commercial usage scenarios mentioned above, some aspects need to be improved:

-
Remote UE session continuity when the data path changes between Uu link and relay link;

-
Remote UE charging;

-
Remote UE UP and CP data security;

-
Remote UE QoS supporting, etc. 

Furthermore, the enhanced relay should be useable for both commercial and Public Safety services, whenever possible.
4
Objective

The SA3 objective is to study requirement and solutions for the security when an Evolved ProSe Remote UE connecting to the network via an Evolved ProSe UE-to-Network Relay, also including analysis and investigation preliminary threats to the system.

The detailed objectives for SA3 are as follows:
-
Investigate and study the security impacts of the SA2 work including authentication mechanisms for Evolved ProSe Remote UE, authorisation of the Evolved ProSe UE-to-Network Relay and the Evolved ProSe Remote UE, the discovery of the Evolved ProSe UE-to-Network Relay, both symmetric and asymmetric connections and service continuity
-
Investigate the security impacts of the SA2 work on a common solution for the different access technologies for side-link connections, i.e., over LTE D2D connection or over non-3GPP access,.
-
Investigate and evaluate the support of security context establishment between an Evolved ProSe Remote UE and network for UP and CP.
-
Investigate and evaluate enhancement to establish secure communication between and Evolved ProSe Remote UE and UE-to-Network relay that have not been identified in Clause 6.7 of TS 33.303. 

-
Investigate and evaluate the key issues and potential requirements to support secure provisioning of UE-to-Network relay.
A single SA3 TR is proposed to capture the output of this study. The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.xxx
	TR
	He Li (lihe2@huawei.com)  
	SA#78
	SA#79
	Title: Study on security aspect of architecture enhancements to ProSe UE-to-Network Relay


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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Work item Rapporteur(s)
SA3: Huawei, He Li (lihe2@huawei.com)  

7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2
9
Supporting Individual Members
	Supporting IM name

	Huawei 

	Hisilicon

	Qualcomm Incorporated

	LG Electronics

	Nokia

	Convida Wireless

	KPN

	Sony

	Intel

	CMCC

	AT&T

	ITRI

	Samsung

	InterDigital

	China Unicom

	Motorola Solutions

	Vodafone


